Otnen oxpanbl | npaBonopsigka u mnpobunaktuku OBJI  CioHUMCKOro
paiiucrionkoMa WHGOPMHUpYeET, 4To Tepputopuud CIOHMMCKOro paifoHa B nepHo[
BpeMeHH ¢ 27 no 31 mas 2024 roaa 3amiaHHpOBaHO IIPOBECHUE OCHOBHOTO 3Tala
CNIEUMAIbHOIO KOMILIEKCHOrO MeponpusTus « BHUMaHue — Bo3pact!».

LeassMu 1aHHOI0 CMEHUAIBLHOI0 KOMILIEKCHOI0 MEpPONPUSITHSI ABJISIIOTCS:

-YCHICHHA  3al[MThl  TpPECTapenbiX TIpaXJaH OT  MPOTHBOMPABHBIX

NnocAraTeJIbCTB,

-TIOBBILLICHHE POBHsSI ~ B3aUMOJEHCTBHA  CyOBEKTOB  NpPOMHIAKTHK
MPaBOHAPYIICHUH IO YAOBJIETBOPEHHUIO 3alPOCOB W MOTPeGHOCTEN IpecTapesbix
rpaxkaaH;

-MIOBBIICHHE WHO)OPMUPOBAHHOCTH MPECTapesbiX I'PaXKJAaH O BO3MOXKHOCTIX

CyOBEKTOB NPOGHIAKTHKH IPABOHAPYIICHUH OKA3bIBATE PA3IMUHBIE YCTYTH.
|




Cxembl 00MaHa M npaj

BHJIA 3AIMHUTHI OT MOINEHHHKOB, YTOObI He HonacTuCHd HaA X YJAOBKH:

1) Ilooospumenwvhuule 36

MoimeHHuKH 003BaHUB
Hanwuonansnoro 0anka, Accd
MOOWIIbHBIK TeaeOH HUIH B M
OCYWIECTBISAETCS 3BOHOK, MOTY

Yr1o6bl BOHTH B J0BE
4acTk HUGpP HOMEpa KapThl.

T

OHKU.
AIOT KJIMEHTOB, IPEACTABISICh COTPYOHHKAMH Pa3jIMYHbIX CIyxkO OaHKOB,
uuauuu GaHKOB, NMPAaBOOXPAHHUTEIBHBIX OPraHoB. 3BOHOK MOCTYNaeT Ha
eccerpkep (Viber, WhatsApp). Ilpu 3ToM HOMepa Tesie)OHOB, ¢ KOTOPBIX

OBITH NOXO0XH Ha OQHIHATEHBIE TenedOHBI ITHX OPraHu3aluil.
€, 3JOYMBILIUICHHHKM MOTYT OOpaniaTtbCsi O MMEHH, Ha3BaTh aipec I
IIpoliecce pasroBopa BO3MOXHBI "NMEPEK/HOYeHHs" Ha COTPYAHUKOB HHOTO

(obenyxuBaromero) 6anka. L{ens — yGenuts KimeHTa OpegOCTaBHTH JaHHEBIE, HEOOXOIMMBIE JUIS BX0Ia B
HHTEpHET-0aHK, a TaKXe IS OCYIHECTBIICHHUS IIATEXa.

Honyuus wHGOPMAlMI), MOIIEHHHK CIHCHIBAET NEHBIH CO CueToB. KpoMe TOro, 4acto KIHEHT,
NPeIOCTaBHB BCE JaHHBIC, ONO0OPSET, TeM caMbiM, oOpMIICHHE HA CBOE MMs KpeauTa. B 3ToM ciyuae, ou
TEPSET HE TOJILKO CPECTBA CO CBOMX CYETOB, HO H CyMMY OIOOPEHHOTO KPEAHTA.

Hble YI06KU MOUWEHHUKOG NPU 360HKAX HA MOGUNbHbIE MeNegonbl, a MaKice
sApp.

Cawvwie pacnpocmpanen
6 Meccenooxncepax Viber u What,

OTtMeHa nepeBo1a/3asBK
B GonpUIMHCTBE cilydae
0OPMJICHHH KPEIHTa UM OBE

(M HA KPEUT/MOCTYTIJIEHHE 3aIpOca Ha BBIBOJI CPEJICTB C BALIETO CYETA.
B 3BOHSIUHH COOOIAET O MOJO3PUTEIBHBIX ONlEpallUiX MO KapTouke 60 06
papadTa Ha Bame uMms. [ GIOKMPOBKM MOJO3PUTENBHON ONEPALHH HIlH
OTMCHB! 3asiBKH Ha KPSIOUT 3JIOYMBIIUICHHUK IIPA PasroBOpe TpeOyeT CPOUYHO MPEeAOCTABUTH CIEAYIOIIHE
JaHHble (BO3MOXHO, HE BCE U3 [IEPEUHUCIEHHOIO):
* IMYHBIH (MIeHTHOHUKAIMOHHHIN) HOMED [acIopTa;
* IOJIHbIH HOMEP KapTOYKHM MK noceanue 4 mudpsr kaprodxu u CVC-Koa ¢ 06paTHOM CTOPOHb! KapThi;
* CMC-xoapl, KOTOpBIE IPHXOMAT Ha Baul TesieoH ot Harka (M-Koz, 3D-Secure).
TOTHHBI (MM4 T0JIb30BaTeNs ) ¥ naponu ot JIBO;
[IMH-Kox oT KapTo4KH, HCHOTB3yeMBIi I COBEPIIEHNS ONEPaLHii ¢ UCTIOMb30BAHEM KapTOUKH,
CeaHCOoBBIC Napojk noctyna B MHrepHeT-6ank.

A Takxke He 3a0bIBaliTe, eClM €CTh MOJO3PEHHUE, YTO BAIIM KOH(HACHIUATBHbIE TaHHbIE JocTyna B
JbO cranm H3BECTHBI MOILICHHMKAM, ONEPATHBHO 3a6NOKHPYHTE AOCTYI K Bamiem JHYHOMY KaOHHeTy B

MOOHIBHOM NpPHIOXKeHUH M UHTepHeT-6atke yepe3 GyHKImIO: «BIOKHPOBKA YUETHOH 3amucHy.

Ilomuure!
Corpynsuky Gadka HHKOIAa He 3anpamBBaiOT TaKylo HHEGOpManmmio: uToGHI yIOCTOBEPHUTH
JTHIHOCTD, OHH YTOMHAIOT AATY PONIEHHS H KOA0BOE CJIOBO, KOTOPOE BBl YKA3alH IIPH PETHCTPAaLlHy.
J10ii MH(OpMANKK ONlepaTOpy JOCTATOYHO, YTOOH! MACHTHDHUIMPOBATH BAC M OTMEHUTH NOJO3PUTEIILHYIO
TPaH3aKIHIO, €CIH Ha He€ IEHCTBHTEIBHO MOCTYIHI 3aIIPOC.

3BOHSLIME MOLIEHHHK TOPOIIUT, HE MO3BOJIAET NMOAYMATh — TapaTOpUT H IMyraer 6e3B03BPaTHBIM
crnncanneM feHer. Creinka, peskue (OPMYITHPOBKH H NICHXOJIOTHYECKOE JABNEHHE JOKHO HACTOPOKHTH
— omnepatopsl 0aHka Tak He obwarorcs. Tunuunsle ¢passr: “Gbuia MOAO3pUTEIIbHAA onepanus /
AKTHBHOCTB", “HYXHO CPOYHO 3a6JIOKHPOBATh CIIUCAHHE, COOOIIMTE JaHHBIE”, “HOTOM Oynere paszbuparbes
¢ 6aHKOM caMH” U TOMY MOJOGHOE.

2) Yuacmue 6 cneyonepayuu.

MolIeHHHK, NpeACTAaBUBIIACH COTPYAHHKOM CIYXObl Ge30MAacHOCTH G6aHKa, cooBIE@eT o
MPOBEICHUU  CTyXeGHOro paccieoBaHHs MO (aKTy XHIIEHHS JCHEXKHBIX CPEACTB  KIIUEHTOB
HEYCTaHOBJICHHBIM COTPYJIHHKOM Oanka. OHako, KIHEHTa NPOCAT HE 3BOHHTh B OaHK, TAK KAK 3BOHOK
MOXCT TIOMELIATH PACCIENOBAHUIO. U TPEAYNPEXAAIOT O HAMYHUM YIOJOBHOM OTBETCTBEHHOCTH 33
NPENATCTBOBAHUE PACCIEIOBAHHIO.

Hastee 3BOHOK meperiO4YaeTcs sKOOBl HAa COTPYZHHKA NPaBOOXPAHUTENBHBEIX CTpYyKTYp (MBJI,
TMPOKYPATyphl H T.I.), KOTOPBIH MPOJOIDKAET BBOJMTH KIHEHTa B 3abmyxaeHue. Bo Bpemsi oOLieHHS Ha
MOOOH CTaluM pasroBOpa 1OA NpEMIOTOM CTPaxOBaHUS —BKIAA, OJIOKHPOBKM cYeTa W T.JI.
NPEANPUHUMAIOTCA  MONBITKM ' MOJIYYCHHs KOHGMACHUMANBHBIX [JAaHHBIX. Takke JUIS NPOBEPKH
«HEJ0OPOCOBECTHBIX» COTPYJHHKOB GaHKa KIHEHTA BHIHYXIAIOT O0()OpMHUTH KPEAHUT, yBEpss, YTO €ro He
Hazo OylaeT MOTOM noramarte, ¥ yGEKAAIOT YCTAHOBHTH NPHIIOKEHHE «AnyDesk — ynanenHoe




ynpasienue» u3 Google Play mnu App Store, mosponsiomee MoxyuuTh ZOCTYII K CUETY KIHEHTa JJIs
OCYIIECTBJICHUSA HecaHKHI/IOHI/If)OBaHHOFO IIEPEBOA JACHEXKHBIX CPEICTB.

Ilomumure!

He Bunutech Ha 3anyrupanust u yroeops!! YacTo MOIIEHHHKH YK€ 4T0-TO 3HaloT O Bac. I[lycts 1o,
YTO OHH O0pALIAIOTCS TI0 MMEHH, HEe OTKIIOYAeT Bally GOMTENLHOCTH. Yl MOMHHTE: B 30HE pHCKa - Bce
KJIMEHTHI BCeX OAHKOB.

3) Omuena saxasa na noxynky/oocmasxy mosapa.

B naHHOM ciyuae mQA BMIOM pPaGOTHMKOB MHTepHeT-MarasuHa 21vek MIH MHON TOProOBOii
ILTOINAAKH 3TOYMBIULIEHHUKH' 3BOHST KIHMEHTaM OelnopycckuX OaHKOB M COOOILIAIOT, YTO HA HMX HMS
ohOopMIIEH 3aKa3 Ha HOKYIIKY/I0CTaBKy ToBapa. KineHT coobimaer, 9To HOKYINKY HE COBepIIaJl.

Jlanee MOLICHHUKHM YTOYHSIOT, B KaKOM GaHKe 00cyXuBaeTCs KJIHEHT, ¥ IMPEMIaraloT caeiarh
orMeHy. Ilonyune koHOHMEeHUHANBHYIO HH(GOPMALMIO, IMHITAIOTCA OCYLICCTBUTHL HNPOLEIYPY CMEHbBI
JIOTHHA/IAPOJIs B UHTepHeT-OaHKe. KiHeHTy nampasisercs ot 6aHka CMC-coobLieHne ¢ KOIoM, KOTOpoe
37TOYMBINIICHHHKH IIPOCAT COOQIUTE 11 OTMEHBI 3aKa3a.

INomuure!

CMC-xon ot 6aHKa HH|B KOEM ClIydae Helb3s nepesaBaTb HUKOMY, JaXKe COTpYAHHKY GaHka. JTo
€KJTH0Y», HEOOXOMMMBIH JUis O0OpeHHs IUIaTeXa M0 Ballell KapTOuKe, a TAKXKE IUIS CMEHbI CEKPETHBIX
napaMeTpoB HOCTYTIA B Balll IMYHbIA KaOMHET HHTEPHET-0aHKa.

4) Ilpodasca mosapos ¢ unmepneme.

MomenHMKH €031210T KONNHM _HM3BeCTHBIX CAHTOB (Kydap, ay.by, caiitei uHTepHET-6aHKOB,
beanoutsr, Esponoursl, CJI9K |1 ap.), 4T06bI CIUCHIBATE IEHBIH C KapToyYeK.

Eciin BBl pasmecTHiin oGBsIBIEHYE O NPOKAXe BewH B HUHTCPHETE, K BaM MOXKET 00paTuThes (4acTo
HePE3 MECCEH/KEP) MOUIEHHHK MO BUAOM JloKynarens. OH cooBILaeT, 4To Xouer OpHOOPECTH Balll TOBap,
M Tpeaiaraet opOpPMHUTh JOCTABKY C OILUIATOH Ha Bamry KapTo4yKy. MOIIEHHHK NpPHCHUIAET CCHUIKY, MO
KOTOPOH HY)XHO NPOHTH KOOI 11l 0POPMIICHHS JOCTABKH HIIH [I0JIyYEHHS IEPEBO/IA.

Ilo ccbuike pasMernaeTcs MomeHHMYECKHIT CaliT, BHENIHE OYEHD CXOXKMUI C caifiToM, Ha KOTOPOM BEI
pasmecTuin oObsiBieHue (Hanpumep, Kydap, ay.by u ap.), mu6o caittom mouropoii cnyx06pl (Hampumep,
bemmoursi, EBponoursy, CIIDK u np.). Ha CTpaHHUIIE TAKXKe MOXET OBITE pasMeliieHa KOMUs HH(POPMALHH 0
NpOJaBa€MOM BaMH TOBApe, YTOOHI BBI3BATH JIOBEPHE.

Jlist «iionydenus nepeBona» y Bac moTpeGyIOT BBECTH BCe pekBU3UTHI KapThl 1 CMC-kox ot GaHka.
Ec;1 BEI BBelleTe 9TH JaHHBIE, TO OATBEPAHTE IEPEBO B aZipec MOIIEHHUKA.

B nepenncke MoIeHHHK MOXeT COOBIINTE, 9TO I NIOJTY4YEHHs MEPEBOJa OCTaTOK Ha Ballieil Kapre
J0DKeH OBITh HE HHXKE OMPENENEHHOH CyMMBI (KaK MHHHMYM, CYMMEHI IlepeBoja). TakuMm o6pazom oH
rapaHTHpyeT cebe BO3MOMKHOCTH CHHCAHHS CPEACTB C Balllell KapThl.

Ha GospmuHCTBE MOLIEHHHYECKHMX CaliTOB €CcTh gaxe «ciryx0a MOJIEePKKH», KOTOpasg MOXKET
VOex1aTh BaC BBECTH HYXHbIE JaHHBIE H JaXe MOTIOIHUTD KapTy, YTOObI yBEJIMYUTH CYMMY CITUCAHHA.

Han6oapmyio_yrpo3y mpeiacraBisior Konum cafiToB _UHTEepHeT-0aHKOB. BHemHe oHH oueHp
CXO%H C HACTOAIIMMH CaHTaMH H NpPEeJHAa3HAYEHbI Ui COOpa CEKPETHBIX MAPAMETPOB — JIOTHHA, naponis u
ABTOPH3aLMOHHOIO Koxa. [10yunB MX, MOIIEHHHK HHHIMHPYET CIHCAHUE ¢ BamIei KapThl U BBIHYIHT Bac
BBeCcTH CMC-Kox OT 6aHKa Ha TOM € MOLIEHHHYECKOM cajiTe, AMUTHPYS 3TO KaK 3aUKCIICHHE TIEPEBOIa.

IlomunTe!

Ecim BaM JIOMDKHBI NMEpEeYMCINTL A€HBIM Ha KapTOYKy, BaM HYHO IPeAOCTaBHTL OTIIPABUTENIO
TOJbKO IOJHBIH HOMEP KapThl.

Bbi HHKaK He JODKHBI «IOXTBEDPKIATLY JHGO WIOJYYATHLY» IEPEBOA, HE3aBHCUMO OT TOFO,
OTKyJa H KaK OH OTNpaBjieH (B TOM YHCle, NpH IIEPEBOAE W3-3a rpanuinsl). bamk He Tpedver
NOATBEPKIATEL MOyYeHHe nepesona CMC-koaom.

* Huxorza He nepexoamre mo ccoiikam, IIOJly9CHHBIM OT OTIPABHTENSA SKOOBI IS TMONYYEHUS
nepeBoaa/ 0opOpMIIEHUS I0CTABKH.

* Huxorza He mononusiite kapry «as HOJYYEHHS TEPEBOIAY.

* B ciyyae coBepmienns caenok Ha Kydape, obuiaiirecs ¢ mokynarensmu u IIpoJaBHaMH TOJIBKO Ha
odpuumaibHOM caiite Kygapa — tam BPC/IOHOCHBIE CCBLIKH aBTOMATH4eCKM OnokupytoTes. He mepexonure B
Ap}YTHE MECCEHIDKEPB! H COLL.CETH I OOIICHHS ¢ HOKYTIaTeNeM.




* IlpenocraBeTe MOKymarTemo NaHHBIE BUPTYaIBHOM KapThl C HYJIEBHIM HIM HE3HAYHATEIHHBIM
- ocTaTtKoM. OTKpHITH BUPTYAIBHYIO KapTy MOXHO MIHOBEHHO H OECIUIATHO B HHTPEHET-0aHKe.
* Ecnist BbI XOTHTE IOCETUTE KAaKOR-TO CaliT, CaMH BBEIHTE €ro ajIpec B HOUCKOBYIO CTPOKY.

5) Ilomowe pOOCMBEHHUKY WAL 3HAKOMOMY.

MouteHHHK MOXeT O0paTHUThCA K BaM B COLMAIBHBIX CETSX CO B3JIOMAHHOrO aKKayHTa BAIIEro
PONCTBCHHHMKA WJIM 3HAaKOMOro. OH MOXET NONpPOCHTH 3a4HCIHTh HA Ballly KapTy NCHEXHBIH NepeBoj
(HanpuMep, u3-3a TOTO, YTO €r0 Kapra MoKa He MOJydeHa B GaHKe WM HCTEK CpoK ee jeiicTBus). s
OCYLUECTBJICHHS] NE€PEBOAA MOMICHHHK IONPOCHT BAaC Ha3BaTh IOJHBIN HOMEP KapThl, CPOK IeHCTBHS,
CVC/CVV-kon (3 nudpsl Ha oGopore kaptel)) 1 CMC-koms! oT Ganka. EcaM Bbl IPEeOCTABHTE ITH
AaHHbIE, TO 0100pHTe cIIMCaHMe CO CBOEH KapThl B apec MOIIEHHHKA.

MouIeHHUK TaK)Ke MOXKET IOJ BHIOM POJCTBEHHHMKA HJIH 3HAKOMOTIO IIOTIPOCUTE OJIOJDKHTH €My
deHer. B TakoM ciydyae, OH HpPEUIOKHT BAM CAMOCTOSTENBHO CACIATH [IEPEBON 1O YKa3aHHBIM MM
PEKBU3UTAM. ‘

Kpome 31Oro, 3m0yMBINUIEHHHKEH 3BOHAT TIP@XAAaHAM M TOBOPSAT, 4YTO WX OJH3KHME NONATH B
cepeesnoe JITII. MouieHHMKY |3aIyrHBalOT CBOMX aGOHEHTOB CIIOBAMH, YTO 3a MOX0OHOE IIpeIyCMOTPEHA
Cepbe3Has OTBETCTBEHHOCTb, M| B CKOPOM BPEMEHH UX OJIM3KME OTNPABITCS B MECTA HE CTOJb OTAaJCHHEIE.
B nrore rpaxnane nepenarot [310yMBIIIEHHHKAM KDYIIHBIE CYMMBI JE€HET, a MO3Xe y3HaoT 06 oOMaHe.

Jlannast cxeMa MPECTYITHUKOB ITONy4MIIa anrpei/I; eCi paHbIIe IeHBIH ObilH HY>KHBI JUIS pelleHus
BONPOCOB C IpaBOOXPaHHUTEILHBIMHM OPTaHaMH ¢ LENbI0 H30€XKaTh OTBETCTBEHHOCTH 3a coBepiieHHoe JITTL
TO Ceiyac cpelcTBa NPOCAT NEPENaTh Ha IPOBEACHAE CPOYHON ONeparuy POICTBEHHUKY, IONABUIEMY B
JOPOXHO-TPAHCIOPTHOE MIPOUCILIECTBHUE.

IlomuuTe!

Ilpexae uemM BHINOIHHTHL TAKVIO NIPochOy, He0GXO0IHMO CBA3ATHCH ¢ POJACTBEHHHKOM HJIM
3HAKOMBIM 110 _TesiepOHY H YTOYHHTH, JeHCTBUTEJLHO JIH_OH NPOCHT CAEIATH IEepeBox JH60
OpPENOCTABHTL PEKBHIMTLI KApThI. [[0TpaTHB BCETro OHY MHHYTY, B COXPAaHHTE CBOM cpeactra. s
3a4YHC/CHUs TepeBojJa Ha Baliny KapTy Tpefyercs TONBKO IOJHBIA HOMep KapThl. Hukakue Jpyrue
PEKBU3HTHI OAHKY HE HYXHBL Bam Taroke He HYXHO HHKaK HNOJATBEPXKIATh HOJTYYEHHUE [TePEeBOIA.

|
6) Hoayuenue nocvLixu % omoenenuu PYII « bexnoumay
MoleHHHKY 3BOHST IPAXIAHAM H TOBOPAT, YTO HA €T0 HMS MOCTYNHJIA MOCHUIKA C HAJIOXEHHBIM
II-1aTeXOM, KOTOPYIO OHIO/DKEH HEMEIEHHO 3a6paTh B [IOYTOBOM OT/eNeHHH. Yallie BCero B Ka4ecTBE JIKe-
OTNPaBUTEIA BHICTYNACT KaKOH-HUOY b MHTEPHET-Mara3us.

ITomunTe! ‘
PVII «bennodray HHKOraa He 3BOHHT KiMeHTaM. O HOBBIX ITOCBUIKAX agpecaraM cooOwawT ¢
noMomplo SMS-coobmennii, coobienuem B MecceHmkepe «Viber» mmm YBEIOMJICHHEM B IIOYTOBOM

sukke. OTIpaBHTENEM 3IEKTPOHHBIX COOGIIEHHH BCEr/Ia J0JIKEH 3HAYMTHCS «belpost.by».
Kpome storo, corpyauuku PYII «Beanoyra HHKOIIA_He TPeOYIOT OT 4eOBEKa HEMEUICHHO H

00s13aTeNbHO 3a0paTh MOCKUIKY. AJIPECaT UMEeT MOJHOE IIpaBO BOOOIIE OT Hee oTKazarscs. Tem Gosee, ecn
HE HOMHHT, YTOOBI YTO-TO FIE-TO 3aKa3bIBAL.

Ymo MoxcHo cnpocumb y n0003pUMenbHO20 360HAWC20, YMOBHL UOBAUUMS MOWEHHUKA.

Mo1eHHIKH BBITArOT ceBst, KOra MM 3a/Ial0T KOHKPETHBIE BOITPOCKHI O MECTe X pabOThI HJIM BAILUX
0aHKOBCKHX MPOAyKTaX. [IpH [0JO3PEHHH MOXHO YTOUHHTE:

* OQHIMATbHOE Ha3BaHUE NMOAPA3ACIICHHUS,

* ®UO pykosoauTens;

* THII ¥ YCIOBHS 00CITy>KHBaHHUs Ballledl KapThL.

* OOwre BOMpOCH! BpoAE “TI€ HAXOMUTCH TJIABHBIH opuc GaHka?” 3amaBath He CTOMT — 9Ta
HH(OpMalHs 00LIEeIOCTyITHA.

Konaiite Briy6s n obpaiaiite BEMMaHHe Ha TO, KaK COGECENHUK pearMpyeT Ha Ballld BOIPOCHI.
Ecin on Tepsercs, 31MTCH, XaMuT, ommnbaercs, npekpamaiiTe paroBop u 3BOHHTEe B 0aHK 1o

HOMéEpaM, YKa3aHHbLIM Ha Oﬁng‘THOl“‘l CTOPOHE KAPThI, PACCKAKUTE O CHTYAIIUN.




